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Security awareness
training for your
employees

Your IT security prepared for anything




Your users are the weakest link in your IT
security. Hackers and cybercriminals know this
and can therefore bypass even the strongest
security solutions. So make sure that every
employee is constantly aware of the risks of
careless behaviour.

With Managed Security Awareness from
Cheops, all your employees can have
comprehensive security awareness training.
Using online modules and phishing simulations,
your employees will be able to recognise, report
and prevent cybercrime.

Security awareness
training for your
employees
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Baseline: Cheops identifies how aware your
users already are of security risks. This is done
by means of a Security Awareness Proficiency
Assessment and a simulated phishing attack.
By recording the initial situation, we can then
also very clearly measure the effect of the
awareness training.

Training: Your users receive tailored training
based on their risk score. The training takes
place through interactive modules, videos,
gamification, posters and newsletters. Regular
content updates, based on the latest cyber
threats, will enable your users to always stay
alertand recognise threats.

Phishing Platform: \We keep your users
aware of the dangers of unwanted e-mails
with simulated phishing campaigns. The
response of the employees to the fake phishing e-mails
affects their individual risk score and determines the
level of their personalised training campaign. The risk
score is also influenced by their position in the company.
So, for example, the risk score of the CEO or CFO is
higher because they have access to important business
information.

Rapportering: \We monitor the effect of the Awareness
Platform with extensive reporting, including statistics and
graphs on the results of training and phishing campaigns.
This gives you a clear and measurable overview of the
return. You can also closely monitor the situation yourself
through the online portal.

Managed
Awareness



Good to know

Since security risks are constantly changing, itis important to make your employees aware
of the risks of careless behaviour on a regular basis, not just once. That is why Cheops has
developed an accessible and budget-friendly solution for you where your own IT department
does not have to install or manage anything. You can count on Cheops for comprehensive
coaching and follow-up.

Not only do we make your users aware of IT threats, but also of certain risky habits such as the
unsafe use of access badges and writing down passwords.

Each employee can do the training at their own pace. The online videos are short and so easy
to watch when you have a few spare minutes. If the user reacts correctly to a phishing e-mail,
the next one will be more difficult to see through. In this way, the level is adjusted each time.

Cheops processes the most recent threats into the campaigns and also takes into account
current trends, such as safe working from home and new regulations.

The benefits for your organisation

e  Security risk is reduced

»  Shortonline training modules

» Individual pathways tailored to each user

» Noneedtoinstall or manage anything yourself



Managed Security
Awareness

Increase your employees’
awareness of the risks of
careless behaviour.
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